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Executive Summary

BACKGROUND

The United Statesisin the midst of aten year plan to develop and implement a nationwide
electronic health information infrastructure (NHI1) that will allow authorized health care
professionals to securely access relevant patient data from any location in the country at any
time. As envisioned, the NHII in the United States will be a series of cross-jurisdictional
interconnected regional health information exchanges or organizations. Various initiatives are
underway to foster the development of the NHII along these lines. One core issue that has
repeatedly surfaced in these initiatives is how to appropriately protect the privacy and security of
health information in an interconnected electronic health information system. Of particular
concern is whether and how, as a practical matter, such a system will be able to accommodate
the various legal restrictions on disclosing what is generally considered to be potentialy
sensitive health information (such asinformation related to HIV/AIDS status, genetic makeup,
domestic abuse, mental health conditions or treatment, and substance use). A variety of laws
reguire specific patient consent to disclose this type of information even for treatment purposes.

This paper uses the term “consent” policies and practices when referring to policies and practices
that govern whether and how individuals have the right to control when and how their health
information can be shared with others. The term "consent mechanism” is used to refer to the
methods by which an individual can exercise such control.

STUDY PURPOSE

The Substance Abuse and Mental Health Services Administration (SAMHSA), HHS
commissioned this study to examine other countries implementation of their respective consent
policies and practices, especially with respect to "sensitive" health information, in the context of
their developing NHIlIs. This study isintended to examine the consent mechanisms currently
used or proposed in other countries that could potentially be utilized to implement the existing
consent requirements for sensitive health information in the United States.

METHODOLOGY

We selected for review three countries, Canada, England, and the Netherlands, each of whichis
further along in the devel opment of their respective NHII than the United States. We selected
these countries because they have substantial written materials concerning the country's consent
policies and practices available in English and because their consent laws and policies grant their
citizens some degree of control over the flow of their electronic health information. We
examined each country's NHII model and its current status, the country's consent policies, and
their current or proposed implementation of such policies. We limited our review to consent
policies related to the disclosure of health information for treatment purposes for two reasons:
First, to study policies with respect to consent for disclosing health information for all potential
purposes (e.g., public health and research) would require time and monetary resources well
beyond those available for this project. Second, the consent policies with respect to disclosing
health information for treatment appear to be more settled than policies with respect to
electronically sharing health information for other purposes. Because Canada’s privacy policies
arelargely set at the provincial level, our review of that country focused on e-health projects
designed to form components of the Canadian NHII in three different provinces. To put the
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discussion in the appropriate context we also briefly looked at each country's general funding
and structure for providing health care. We reviewed the published literature and websites for
each of the pertinent countries and spoke to international health information experts.

FINDINGS

Health Care Delivery Systems

Canada, England, and the Netherlands all have some form of universal health insurance. In
general, England has avery centralized health care system in which health care services are
publicly funded by the federal government. Canada's health care system is more decentralized
with the federal government setting policies and standards and the provinces and territories
providing health care services. In both countries, basic health care services are free of charge.
The National Health Service accounts for 88% of healthcare expenditures in the United
Kingdom. Public funding accounts for 70% of heathcare expendituresin Canada. The
Netherlands has recently moved to a private health care system. Every resident is required to
purchase private health insurance. Private health insurers are required to accept every resident in
their coverage area. Insurers must provide a standard basic benefits package at a standard price.
People receive a government alowance if the standard premium is excessive in light of their
income. Low-income citizens can qualify for a government “healthcare allowance” to go
towards the cost of their premiums. The United States has a mixture of public and private
insurance. Together, the publicly funded Medicare and Medicaid insurance programs cover 25%
of the population and account for approximately 32% of health care expenditures. Private health
insurance, through employers or individually purchased, covers 58% of the population (including
those with publicly funded insurance). Sixteen percent of the population was uninsured in 2005.

Health carein all countriesis somewhat fragmented, particularly with respect to services for
"sensitive” medical conditions. While primary care or general practice providers (GPs) often
serve as the entry point for most health care, services for menta health, sexually transmitted
disease, and alcohol and substance abuse diagnosis and treatment can take place in a number of
different forums including specialized clinics, community rehabilitation facilities, and hospitals.

NHII General Architecture

The countries have adopted different architectural models for their developing national health
information infrastructures (NHI1s). They range from data being held primarily at the national
level in acentral database in England, to data being maintained locally with access through a
national document locator service in the Netherlands. Canada's proposed NHII fits somewherein
between. Canada s NHII will be formed by linking provincia or territorial electronic heath
information exchange systems, each of which includes domain specific data repositories.

Canada

Canada Health Infoway, a not-for-profit organization made up of federal, provincial and
territorial representatives, is responsible for developing the overall framework and standards for
the Canadian NHII. The NHII will be based on province-wide electronic health information
exchange networks consisting of patient and provider registries as well as domain registries for
prescription drug data, diagnostic imaging, and |aboratory results. The provincial/territorial
networks will be linked to each other nationwide. Because the privacy laws and policiesin
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Canada are primarily set at the provincial level, we reviewed operational e-health projectsin 3
different provinces.

1. Alberta Netcare POSP
This program is intended to help physicians move to electronic medical record systems
that can be integrated with Alberta's province-wide electronic health information
exchange network. The program provides partial funding for physician office system
technology that conforms to provincial-wide system requirements, including privacy and
security specifications.

2. British Columbia PharmaNet
PharmaNet is a well-established province-wide el ectronic network that links all BC
pharmacies, as well as many emergency department physicians and medical practitioners
in private practice to a central set of data systems, including a prescription database.

3. Ontario Drug Profile Viewer (DPV) System
The DPV enables the Ministry of Health and Long Term Care to share the prescription
drug claim histories of patients who receive government prescription drug benefits. It
was scheduled to be fully implemented in 183 hospitals by the end of 2006.

England

England's NHII is designed to serve the National Health System, the publicly funded health care
provider for over 50 million people. England's NHII is highly centralized with a central database
for individual demographic data and summary health information (Summary Care Records). The
Summary Care Record will contain links to patients Detailed Care Records, which will be
maintained locally. Datain the Summary Care Record isto be available nationwide to NHS
offices through a private broadband service. Pilots of the Summary Care Record are scheduled
for spring 2007 with data supplied from GP records. Dueto privacy concerns, theinitial
summary will only include information about current medications, and suspected adverse and
alergic reactions.

The Netherlands

The development of the Netherlands NHII is being coordinated by NICTIZ (Nationa IT Institute
for Healthcare), a foundation composed of governmental and private organizations. The
Netherlands does not have a central database of health information. Rather, the Netherlandsis
using acentral Web based record locator service, the National Healthcare Information Hub
(LSP), which went live in 2006. Under this system, clinical datawill be maintained locally in the
system of the health care practitioner or existing regiona database and will be accessed through
acentral registry which will tell the requester what datais held in which local database and allow
them to access it through links. The LSP has been called a health care "Google." The system
will produce avirtual electronic patient record. The first components of the nation-wide
electronic patient record will be the Electronic General Practitioner's Record (which will allow
after-hours GPs access to a summary health care record from the patient's regular GP) and the
Electronic Medication Record (which will contain information about prescriptions and allergies).
These records are scheduled for implementation trialsin early 2007.
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Privacy Laws and Policies

Canada, England and the Netherlands all have national data protection statutes that implement
the EU Privacy Directive. Under al three federal data protection statutes, identifiable health
information isincluded in the "special" category of data entitled to heightened protection. The
statutes use an implied consent model for disclosure of health information for treatment purposes
coupled with the individual's right to object to disclosure (opt out).?

Although Canada has a federal data protection statute, health information privacy is primarily
regulated at the provincial level. The provinces reviewed here, Alberta, British Columbia, and
Ontario, have privacy statutes with differing requirements. However, all three provinces have
endorsed the Pan-Canadian Health Information Privacy and Confidentiality Framework
developed by the Advisory Committee on Information and Emerging Technologies (ACIET) of
the Federal/Provincial/Territorial Conference of Deputy Ministers. This framework, like that of
the EU directive, provides for implied knowledgeable consent for the disclosure of health
information for treatment coupled with the individual’s right to withhold or withdraw their
consent (opt out).

In addition to adhering to statutes and regulations, providersin all jurisdictions must comply
with professional ethical standards that impose on them the duty of maintaining the
confidentiality of information received during the course of treating patients.

Consent Mechanisms

All three countries plan on incorporating in their NHII-related projects el ectronic mechanisms
that support individuals' rights to control the disclosure of their health information for treatment.
In general, these mechanisms involve coding datain such away that accessto or transfer of the
datais restricted. This process is often known as “masking.”' Masking may be applied at the
data source. In addition or as an alternative, masking can occur at a central record repository or
on the record index of arecord locator service repository depending on the type of health
information exchange architecture in which the record may be shared. Organizations may elect
to apply masking functionality at differing levels of data granularity or by specific user or
category of users.®> Masking may include access permissions such as “read only” and “may not
redisclose” and may stipulate the period during which the permission is granted. Generally,
masked data remains accessible to the person or organization that is the source of the
information. Masking is currently available to various degrees in electronic health information
systemsin all three countries. In some systems, masked data may be overridden. In some cases,
individuals may give a provider a keyword that allows them to override the masking. Thisis
often called a* shared secret.” The following table describes some of these consent mechanisms
aswell as other system access.

" In this paper we use the term “masking” in general discussions of these mechanisms. Because England uses the
terms “sealing” and “sealing and locking” to refer to these mechanisms, we use the English terms when discussing
the implementation of these consent mechanismsin that country.
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Table 1: System Access Controls and Consent Mechanisms

SYSTEMACCESS CONTROLS AND CONSENT MECHANISMS

above, i.e., cannot have
Masking at the record level &
Shared Secret only at the
record index level. A federated
HIE architecture will require
different capabilities than a
centralized one.

Components Capabilities Description

Access Control Type Role-Based Granting access based on role of requester, e.g., a provider type; provider with a
Access (RBA) “legitimate relationship” to the patient or on the patient’s care team, or in a work area

Definition: in which a patient is treated. NOTE that the role criteria may blend with context

Ameans of ensuring that the User-Based Granting access based on the identity of the requester

resources of a data processing | Access

system can be accessed only Context-Based | Granting access to a requester based on context of the request; e.g., Emergency

by authorized entities in Access room or only on weekends. Corttext may be identified based on information supplied

authorized ways. NOTE: May by requester and/or information linking the requester’s information systemto a

have combinations of Access context;

Control Types, e.g., Doctor X Shared Secret | Granting access to a reguester who supplies the patient’s keyword or “shared

only when she is the attending Access secret”.

emergency provider on

weekends.

Access Restriction Masking or Concealing the data of record at the source when it is created or retrospectively.

Mechanism Sedlinga May include having flags to alert a provider that a record is masked or sealed.
Record Should include the ahility to unmask or unseal the record until a keyword expires or is

NOTE: Possible to phase reset, or until the record is again masked or sealed.

implementation to scale in Masking or Concealing the record index that provides the address of the source data, e.g., ina

complexity, e.g., Masking the Sedlinga Record Locator Service. May include having flags to alert a provider that a record is

Record Index based on RBA Record Index masked or sealed. Should include the ahility to unmask or unseal the record index

with READ permission for until a keyword expires or is reset, or until the record index is again mesked or

Information Categories if the sealed.

Record Index if both RBAand | Lockinga Further restrictions on access to a masked or sealed record or record index, e.g., not

Record Index are linked to Record or having flags to alert a provider that a record is masked or sealed; and more stringent

these categories. A2ndphase | Record Index thresholds to warrant an override of the concealment.

could add electronic capture of - | Consent Arecord of a patient’s permissions conceming access to health information. May

the Consent Directives, Directive include consents and dissents with respect to

inmplement user- and context- Types of access contral, e.g., all out-of-jurisdiction emergency providers, not Doctor

based access, Identifiable X except in an emergency

Records, and add permissions. Access permissions, e.g., Doctor X may READ but not AUGMENT a record

Later phases could add Access to categories of information; e.g., all HIV related information; all behavioral

remaining capablities. There health providers, diagnoses, and treatments

will be dependencies among Access to specific iterms of information, e.g., a prescription for an antidepressant

capablities, as in examples Shared Secret | A keyword assigned to a record, a record index, or a category of information (.., all

HIV-related information) that a patient may share on an ad hoc basis with a provider
who would not otherwise have access to the information. A patient may have several
keywords to segregate access. Keywords attached to the concealed information may
need to be reset to reinstate concealment. In the altermative keywords may be
randomly-generated with set effective time spans.
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SYSTEMACCESS CONTROLS AND CONSENT MECHANISMS

Components Capabilities Description
Access Permissions Read only Permitted to read the information only. All other uses is prohibited
Store Permitted to store the information. May be combined with other permitted uses.
NOTE: Itis unlikely that Print Permitted to print the information. May be corrbined with other permitted uses.
patients will be consenting to Disclose Permission to disclose the information per applicable policy or law.
access permissions at this level | Create Permitted to create new information in the record. May be combined with other
of detail except in the case of permitted uses.
“Read only”. Gonsent policies |~ Amend Permitted to update or modiify information in the record per applicable policy or law,
will likely inform patients that if e.g., updates of demographic information by clerical staff is permitted; updates to
they consent to e.g., access by attested records by anyone is prohibited. May be combined with other permitted
care tearms that they may either USES.
permit all typical appropriate [~ A gment To provide additional information regarding the healthcare data, which is not part of
uses, or they may restrict usage the data itself, e.g. linking patient consents or authorizations to the healthcare data of
to “Read Only" the patlent
Delete Permitted to delete information in the record per applicable policy or law. e.g., delete
only if the provider has not yet attested to the record. May be combined with other
permitted uses.
Access Information Type Access Demographic
Information Condition
Category Type | Diagnosis
Treatment
Medication
Provider Type
Identifiable Record that can be uniquely identified. If the record is unstructured, i.e., is electronic
Record image of uuencoded data, e.g., a scanned letter; then identification is only possible at
the record level.
Identifiable Data Hlement identified syntactically - e.g., all datain X12 271 in the EBO1 segment
Data Element related to behavioral health programs; or semantically - a behavioral health provider
taxonomy code
Record Index Uniform Resource Identifier (URI) for the record —e.g., in a Record Locator Service
Repository
Access Restriction Override | Fag An alerting mechanism that indicates that relevant information has been
Mechanisms masked/sealed. The provider may request patient consent to access, and may be
given a keyword to do so. The provider may override the concealment based on
policy criteria, e.g., the patient is unable to give consent and is at risk; or for public
welfare.
Override The ability of a provider to access concealed health information without the patient’s

consent.

Canada

Canada has designed the privacy and security architecture of its NHII to support various models
of consent. This flexibility means that provinces and territories can use the architecture to
implement the privacy protective features that are consistent with their local policy and

legislative requirements.

Because health information privacy is primarily regulated at the provincia level in Canada, we
reviewed e-health projectsin three provinces with differing health privacy statutes. Although all
three of the provinces have endorsed the Pan-Canadian Privacy Framework, the method in which
they have implemented the framework varies. All three of the projects currently have the
technological capacity to mask health data.

The systems of physicians participating in the Alberta Physician Office System Program, are
capable of masking data at the discrete data element level (partial opt out). The systems also are
capable of overriding the masking of the data, and logging the override, including the user’sid,
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date and time, and the reason for the override. Asof 2008, the systems also must be capable of
allowing individuals to allow or restrict access to their data to specific health care providers,
purposes or circumstances (e.g., emergency). The systemswill also be required to be able to
alert the user when a new prescription order or dispense interacts with a masked record.

In the British Columbia PharmaNet project, individuals can mask their entire prescription record
by having their pharmacist attach a keyword to the record. They then have the ability to allow the
providers of their choice to access their record by sharing the keyword with them (shared secret).
Emergency departments can override the masking in emergencies by having the keyword reset.

Systems participating in Ontario’s Emergency Department to Drug History Initiative have the
ability to totally mask an individual’ s prescription record (total opt out). In addition, the systems
can mask specific drugs identified by the individual at their request (partial opt out). Temporary
access to otherwise masked data can be obtained using the patient’s health number.

England

The NHS has committed in the future to enabling individual s to limit access to sensitive
information within their records. The individual will be able to request that specific information
within their clinical record is accessible only with their consent. In England, thisfunction is
called “sealing” and the information to which access has been limited is said to bein a*“sealed
envelope.”

Although some provider software in England already provides a degree of sealing functionality,
wide-spread sealing functionality along the lines described below is expected to become
available in 2008-9. Under current plans, individuals will be able to restrict access to sensitive
information in their Summary Care Record or Detailed Care Record by having it "sealed” (opt
out). Sealed information remains available to the provider who created the information and the
health care team to which the provider belongs. The sealed information generally will not be
available to providers not on the team. A provider generally cannot override the seal without the
patient’s permission.

The Netherlands

In the Netherlands, individuals will be able to mask or restrict access to their data by data
element; by user or category of users; and by context.

Anindividual can totally opt out of participating in the electronic exchange of their health
information (in which caseit is not recorded in the national registry and cannot be accessed in an
emergency). They also can request their provider to conceal or mask discrete dataitemsin their
medical record. When the provider’s system receives an inquiry for the masked data, the system
will not return the data. When information is masked at thislevel, it is generally concealed from
all health care providers other than the generating source.

Individuals also will be able to restrict access to their data by user or category of users through
specifying choicesin their authorization profiles. Authorization profiles, which will be
maintained in anational registry, will allow individuals more detailed choicesincluding
establishing: which providers or class of providers may access their health information; the
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context in which they may access (e.g., “only in emergency”); and the category of information
(e.g., demographic or medical) which is accessible.

This paper presents a"snapshot” of these countries proposed frameworks for patient consent as
of January 2007. Table B summarizes some of the main consent functions that are present or
planned for these nationwide (and in the case of Canada, provincial) health information
infrastructures.

Conclusion

There are anumber of mechanisms currently in use that may be useful in managing "sensitive"
medical information in the proposed US NHII. Consent mechanisms can be used to mask data
when the individual has not consented to its disclosure. Certain providers may implement
systems that automatically mask health information which, by law, requires specific consent to
disclose. Masking in combination with a"shared secret" could potentially be used to permit
individuals the ability on an ad hoc basis to specifically consent to the disclosure of their
sensitive health information only to those to whom they provide the shared secret. Providers
ability to override masking could potentialy fulfill legal provisions which allow physicians to
access even sengitive information to provide care in emergency situations. The proposed "sed"”
and "lock™ could enable the compliance with the strictest level of confidentiality requirements.
For example, substance use information could potentially be sealed and locked against access by
law enforcement authorities, where applicable. Detailed authorization profiles aso hold much
promise, potentially allowing individuals to specify with varying degrees of granularity the
providers to whom they consent (or do not consent) to disclose their health information.

These mechanisms, however, are not perfect. The mechanisms described work best with coded
data. With respect to unencoded data, the consent mechanisms can be used at a high level (e.g.,
masking or sealing an entire record in a particular database). They cannot be used to shield or
restrict the transfer of unencoded data at the discrete data element level (e.g., aportion of a
scanned |etter). Given the potential wide-spread distribution of health data, it may also prove
difficult to ensure that copies of data are masked along with the original. It isalso difficult asa
practical matter to maintain patient control over masked data that is incorporated into new
records, e.g., aprovider’s narrative about an encounter with the patient in which the patient has
permitted that provider access to sensitive masked data. Furthermore, identifying and marking
al the health data elements that would reveal a patient’s condition is difficult particularly on a
prospective basis and will require development of algorithms.

Experience in other countries, which are further along in the development of their respective
nationwide health information infrastructures, may shed some light on whether and how the
United States may be able to implement information policies based on individual control or
consent in its NHII.
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Table 2: Consent Mechanisms

Canada
Provincial Hils
British The Netherlands?

Consent Mechanisms Alberta Columbia (BElectronic GP
Can/WIl Be Ableto Support PharmalNet Record) NHII

Total opt out of having any clinical information
uploaded or registered in systerr?

Registering or uploading clinical information,
but total opt out of electronically sharing any Y Y Y Y Y
health information through system

Partial opt out with respect to sharing selected

health informetion beyond originating provider Y N Y Y Y
Partial opt out/in with respect to sharing

health information with selected health care Yé Y N N Y4
providers or categories of providers

Partial opt out with respect to potentially v Y v v v

sensitive data in demographic profile

Y—Yes- proposed or in place
N—No

!In the Netherlands, only basic information will be registered in a national registry index which serves asa
document locator service.

2When an individual chooses not to have their information uploaded or registered at all, the information is not
available through the health information infrastructure for emergency care. When an individual chooses to have
their information uploaded but sealed or masked, the information is potentially available for emergency care.

3 Scheduled to be implemented in 2008.

* Proposed as part of authorization profile.

® Decision whether to “stop note” sensitive patient demographic data (i.e., make it inaccessible to general users
of the system) is not made solely by patient.
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1 Introduction

1.1 BACKGROUND

The United States has committed to promoting the development and implementation of a
nationwide health information infrastructure (NHII) that will provide access to the right health
information at the right time and the right place.* Asenvisioned, the NHI1 will be a series of
cross-jurisdictional interconnected healthcare data-sharing organizations, often called regional
health information organizations." The administration has established the Office of National
Coordinator of Health Information Technology (ONC), United States Department of Health and
Human Services (HHS) to, among other things, provide leadership for the development and
nationwide implementation of an interoperable health information technology infrastructure to
improve the quality and efficiency of health care and the ability of consumers to manage their
care and safety.”

The NHII isintended to improve the quality, safety and efficiency of health care while ensuring
that the privacy and security of patients identifiable health information is protected. In pursuing
this goal, HHS has voiced the belief that success of moving from a paper-based to el ectronic
health information system hingesin part on maintaining and improving consumer confidence in
the privacy and security of their health information.® HHS also believes that electronic health
information systems have the potential to provide aless burdensome means of meeting existing
privacy and security standards that govern the provision and limitation of accessto health
information.”

A number of federally sanctioned initiatives to advance the development of the NHII have been
undertaken under the auspices of ONC including, but not limited to:

American Health Information Community (AHIC) which is charged with advising the
Secretary of HHS and recommending specific actions to achieve a common interoperable
framework for health IT.

Healthcare Information Technology Standards Panel (HITSP) which servesasa
cooperative partnership between the public and private sectors for the purpose of
achieving awidely accepted and useful set of standards specifically to enable and support
widespread interoperability anong healthcare software applications, as they will interact
in alocal, regional and national health information network for the United States.’

Health Information Security & Privacy Collaboration (HISPC) which, through a contract
awarded by the Agency for Healthcare Research and Quality (AHRQ), will conduct
assessments in 33 states and one territory to identify organization-level business policies
and state laws affecting the electronic clinical health information exchanges; developing
best practices and proposed solutions to address identified challenges; and increasing
expertise about health information privacy and security protection in communities.”

" There are anumber of terms applied to such organizations including regional health information organizations
(RHI10s), health information exchanges (a generic term used by eHealth Initiative), subnetwork organizations (the
term used by Connecting for Health and the collaborative response to the Office of the National Coordinator for
Health Information Technology) and health information network.
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Theissue of how to appropriately protect the privacy and security of health information in an
electronic interoperable health information system cuts across al of theseinitiatives." Of
particular concern is whether and how, as a practical matter, such a system will be able to
accommodate the various legal restrictions on disclosing what is generally considered to be
potentially sensitive health information (such as information related to HIV/AIDS status, genetic
makeup, domestic abuse, mental health conditions or treatment, and substance use).

The Privacy Rule issued under the Health Insurance Portability and Accountability Act (HIPAA)
(45 C.F.R. part 164, subpart E) generally treats al health information (with the exception of
narrowly defined psychotherapy notes) the same and allows health care providers to disclose
protected health information without the individual's express permission for treatment, payment
and health care operations."” Thus, under the HIPAA Privacy Rule, even "sensitive" health
information may be disclosed to others for treatment, payment and health care operations without
the individual's express permission.

However, the HIPAA Privacy Ruleis not the sole standard that governs the exchange of this
health information. Most states have statutes or regulations that afford a higher degree of
protection to information related to certain health conditions and treatment.™® These laws often
require the individual's written permission in order to disclose this "sensitive" health information,
sometimes even for treatment purposes.™’ In addition, a separate federal law (section 543 of the
Public Health Service Act, 42 U.S.C. 290dd-2) and its implementing regulations (42 CFR part 2)
establish federal standards that specifically impose additional confidentiality requirements on
patient records that are maintained in connection with any federally-assisted specialized
substance abuse treatment program. Because most alcohol and chemical dependency providers
receive some sort of federal assistance or payment, the regulation is broadly applied. In addition,
most providersin thisfield require a patient’s consent before disclosing clinical data due to
ethical obligations. These heightened confidentiality requirements were imposed to address
concerns that the potential stigma associated with certain health conditions (and, with respect to
substance abuse, fear of prosecution) deterred people from entering treatment.*?

1.2 STUDY PURPOSE

While the goal of these state and federal confidentiality standards isto ensure that those with
health conditions that may subject them to discrimination and stigma get treatment, there is some
concern that electronically implementing these standards will interfere with the exchange of
health information in the context of a NHII. The requirements that individuals with certain
"sensitive”" health conditions have control over whether and with whom their health information
is shared originated in a paper-based system. Thereislimited experience in the United States

" Among its many duties, AHIC is specifically directed to advance and devel op recommendations for the protection
of health information through appropriate privacy and security practices HITSP is charged with assisting in the
development of the NHIN by identifying and recommending privacy and security standards needed to accomplish
specified use cases

" The HIPAA Privacy Rule allows, but does not require, a provider to obtain an individual’ s written permission to
disclose health information for treatment, payment or health care operations. The Rule uses the term "consent" to
describe written permission to disclose for these purposes. For many other purposes, the Privacy Rule requires a
health care provider to obtain an individual's written "authorization." See 45 C.F.R. 88 164.506 and 164.508.
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with implementing individual control over health information in the context of an electronic
health information system.

The Substance Abuse and Mental Health Services Administration (SAMHSA), HHS'
commissioned this study to examine the current and proposed consent mechanisms being
implemented in other countries (especially with respect to "sensitive" health information) in the
context of their developing NHIIs.

This paper uses the term “consent” policies and practices when referring to policies and practices
that govern whether and how individuals have the right to control when and how their health
information can be shared with others. Asused in this paper, the term "consent mechanism™
refers to the method by which an individual can exercise such control.

1.3 STUDY METHODOLOGY
We selected for review three countries, Canada, England, and the Netherlands” each of which:

Is further along in the development of national health information infrastructure than the
United States,

Has substantial written materials concerning the country's consent policies and practices
availablein English;

By law or policy grantsits citizens some degree of control over the flow of their
electronic health information for treatment purposes.

We examined each country's national health information infrastructure model and its current
status; the country's consent policies; and their implementation (or planned implementation) of
such policies. To put the discussion in the appropriate context we also briefly looked at the
country's general health system structure.

We reviewed the published literature and websites for each of the pertinent countries on

Genera framework for delivery of general health care and care related to sensitive health
conditions such as HIV/AIDs, mental health and substance use

Confidentiality laws and policies with respect to information related to these sensitive
health conditions and treatment

Confidentiality laws and policies with respect to general health information;
Genera data exchange laws and policies, if necessary

Y SAMHSA is devoted to building resilience and facilitating recovery for people with or at risk for substance abuse
and mental illness.

"' We note that although Australiais widely recognized for its advancementsin health information technology, it is
currently in the process of re-evaluating its privacy framework. The National E-Health Transition Authority, a not-
for-profit company responsible for establishing a new national health information management and information and
communication technology, recently released a Privacy Blueprint for Unique Health Care Identifiers for comment.
A separate blueprint setting out the consent model for the proposed Shared Electronic Health Record is currently
being drafted. See NEHTA's Approach to Privacy vers. 1 (July 4, 2006) and Privacy Blueprint-Unique Healthcare
Identifiers. Retrieved January 13, 2007, from

http://www.nehta.gov.au/component/option,com docman/task,cat view/qid,141/Itemid,139/.
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Genera framework (or proposed framework) for countries' national health information
infrastructure

Technical implementation of laws and policies related to individual control (if any) over
access to their health information for treatment purposes particularly with respect to
identifiable information related to sensitive health conditions

In addition, we spoke with international health information technology experts.

We reviewed each country's consent mechanismsin terms of four generally recognized types of
consent:

Genera consent or "opt in." Thisis ablanket consent given by an individual for any
health care professional working within a specified health context to access any and all of
their health information for any purpose related to their care.

Genera consent with specific exclusions or "partial opt out.” Theindividual provides a
genera consent (or thereisimplied or deemed consent) but the individual withholds or
denies consent in alimited fashion. For example, the individual can partially opt out of:

The disclosure of particular information or categories of information;
Disclosing information to a particular party or category of parties; or
Disclosing information for a particular purpose (e.g. employment)
Genera denial with specific consent (partial opt in). This consent is similar to the prior

category, but here the individual denies all accessto their health data with the exception
of:

Certain categories of their information (e.g., demographic details)
Identified parties (e.g., their general practitioner)
Disclosure for a specific purpose (e.g., in amedica emergency).*®

We identified which form(s) of consent a country afforded its citizens with respect to sharing
their health information for treatment purposes. Although there are countless other purposes for
which health information can be shared, each of these purposes would require a separate
analysis, which is beyond the scope of this paper.

We reviewed the choices individuals have with respect to the collection and disclosure of their
clinical health information for treatment purposes. When the country permitted an individual to
opt out (either wholly or partially) of sharing their health data, we also analyzed whether and in
what circumstances the individual's choice could be overridden by a health care provider. Where
information was readily available, we also reviewed whether an individual could withhold their
personal information from the patient registries that record demographic information.
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2 Canada Findings

2.1 FUNDING AND GENERAL STRUCTURE HEALTH CARE DELIVERY SYSTEM

Canada has publicly funded universal coverage for medically necessary physician and hospital
services. This public funding accounts for 70% of healthcare expendituresin Canada. Basic
services are provided free of charge. Management and delivery of health care services are the
responsibility of the provincial and territorial governments. The provincial and territorial health
plans receive funding from the federal government conditioned on their meeting federal policies
and standards.™*

Primary care providers such as general practitioners are generally the first point of contact for
health care. The treatment of mental health as well as substance abuse addiction is provided in a
variety of settings.®> Testing and treatment for sexually transmitted diseases also takes placein a
variety of clinical settings including GP offices, community family planning clinics, and
community clinics devoted to STDs.

2.2 NHII

2.2.1 Overview

Canada's goal is to have an interoperable el ectronic health record (EHR) in place across 50 per
cent of Canada (by population) by the end of 2009.° The EHR is envisioned as providing each
of the 32 million people in Canada with a secure lifetime record of their key health history and
care within the health system. The record will be available electronically to authorized health
providers and the individual anywhere, anytime in support of high quality care.*’

Canada Health Infoway, Inc., anot-for-profit corporation, whose members are Canada's

14 federa, provincia and territoria Deputy Ministers of Health, is coordinating the drive for a
pan-Canadian EHR.*® Infoway, which is funded by the federal government, worksin
collaboration with the provinces and territories, to establish the framework and standards for a
pan-Canadian EHR based on interconnected regional systems. ** Key elements of this
framework are set out in the Electronic Health Record Solution Blueprint, revised in 2006.

Infoway has $1.2 billion in investment capital and expects to have spent 85% of this amount in
electronic health information projects by March 2007.°° Infoway strategically investsin nine key
areas that contribute towards the development of a network of interoperable electronic health
record systems across the country including: Registries (client, provider and service delivery
location), Diagnostic Imaging Systems, Drug Information Systems, Laboratory Information
Systems, Telehealth, Public Health Surveillance, Interoperable Electronic Health Record,
Innovation and Adoption and Infostructure. As a strategic investor, Infoway participatesin all
project phases including planning, design, implementation and evaluation.?* It does not,

however, build health information systems or hold any health information.

On average, Infoway invests 75% of the planning and implementation costs for approved
projects, with provinces and territories funding the balance.”? Adherence with the Blueprint is
one of the key criteriafor a project's being eligible for Infoway investment.
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Architecturally, there will not be a central, national data base. Health information will generally
be maintained and managed at the jurisdictional level (often the provincia or territorial level) in
regiona health information networks called Electonic Health Record Solution Infostructures
(EHRI). These EHRI's will be interoperable; using a message based architecture, and will be
interconnected across Canada.?® The resulting EHR will be a"virtual" record consisting of
information which, although maintained at various sources, is perceived by the user of the
system as asingle integrated record.

Point of service (POS) applications (e.g., applications used by doctors, hospitals or clinics) will
push appropriate subsets of a patient's health data to the EHRI serving their jurisdiction.®* The
EHRIi will maintain patient/client datain regional registries and data repositories. Each
jurisdictional EHRI will be composed of:

Registry systems, including client registries that contain current patient health
identification numbers and demographic information (e.g., name, address, health
insurance card number).” The client registry will also contain pointers to other
jurisdictions' client registry entriesif the client has presented for care and has been
registered in the other jurisdiction.”

Domain repositories each of which will store, maintain and manage specific clinical
subsets of data including laboratory results and reports, prescription drug information
(e.g., medications dispensed and allergic reactions), and diagnostic imaging (e.g., X-rays,
and MRIs) %

Shared Health Record repository which will maintain select clinically relevant data not
otherwise maintained in specific domain repositories (e.g., encounter basic information,
referral orders, and encounter summaries).?®

Longitudinal Record Service, of which akey component will be the EHR Index. The
EHR Index will record summary information about patient clinical events recorded in the
EHRI. It will maintain a sequential list of all events that affect the patient. It also will
provide the location where the data relevant to each event is kept in the EHRI. It can also
be used to trace the information about a specific event.?®

Consent directive repository, maintaining information concerning a patient’s consent
directives (i.e., the granting, withholding or withdrawal of consent) for the collection, use
or disclosure of identifiable health information in accordance with applicable privacy
legislation and policies.®

POS applications interact with the EHRI (e.g., access EHRS) through a common access layer,
which also serves as the connecting point between different EHRi's.** A diagram of the
proposed infrastructure is provided below.
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Figure 1: Proposed Infrastructure
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2.2.2 Privacy Laws and Policy in the NHII

In Canada, the privacy of persona heath information is protected at the federal and provincial/
territoria level. At the federal level, the Privacy Act appliesto information held by federal
departments and agencies while the Personal Information Protection and Electronic Documents
Act (PIPEDA) applies to private sector organizations (including most private sector health
organizations™) that collect, use or disclose personal information during the course of
commercial activity.*® PIPEDA generally requires knowledgeable consent for the collection,
use or disclosure of personal information. ** The type of consent (e.g., express or implied) may
vary depending on the circumstances and must take into account the sensitivity of the
information.® Although health information is considered to almost always be “sensitive’* the
federal Privacy Commissioner has recognized the principle of implied consent for health
information to flow freely within the circle of care.3” PIPEDA also confers the right to withdraw
consent at any time, subject to the legal obligations of another party. Where a province enacts
legislation that the federal government deems to be substantially substantive to PIPEDA, only
the provincia legislation will apply to the collection, use or disclosure of information within the
province. PIPEDA will still govern with respect to information that flows across provincia or
national borders. *

Provinces and territories also have privacy laws (both general and specific to health information)
that may impact the creation, use and disclosure of EHRs.*® Four provinces, Alberta, Manitoba,

February 16, 2007 Page 16



Ontario, and Saskatchewan have health information statutes that apply to most organizations and
persons that collect, use or disclose identifiable health information.* In addition British
Columbia and Quebec have more generally applicable data protection laws that impact the
collection, use and disclosure of health information.*

Implied consent to disclose health information for treatment

While these provinces base their privacy statutes on slightly different legal theories, they all
permit the disclosure of health information for treatment without express consent, with the
exception of Quebec which requires a patient's express permission to disclose health information
for treatment purposes.”’ #

Individual right to withhold or withdraw consent (opt out)

While express consent is not required to use or disclose health information for treatment in most
provinces, individuals have the statutory right to partially opt out of (or limit) the disclosure of
their health information for treatment. These statutory provisions are generaly called " lockbox™"
provisions. The ability for an individual to restrict the use or disclosure of their electronic health
information (whether pursuant to a statutory lockbox provision or an internal policy) may be
implemented through " masking" .** The right of individuals to mask their data varies from

province to province.

One province, Saskatchewan, affords individuals only the right to opt out of accessto and
disclosure of their "comprehensive health record,” essentially a"total opt out" right.* Other
provinces such as Ontario and Manitoba provide the statutory right for an individual to wholly
or partially restrict disclosure of their health information (total or partial opt out) but do not
specify the type of health information or at what level of granularity individuals may restrict
access. In contrast, Alberta only requires that a provider consider the express wishes of the
patient in determining how much health information to disclose for treatment.*®

In an attempt to harmoni ze these and other differing provincial and territorial privacy
requirements, the Advisory Committee on Information and Emerging Technologies (ACIET) of
the Federal/Provincial/Territorial Conference of Deputy Ministers developed the Pan-Canadian
Health Information Privacy and Confidentiality Framework. An underlying principle of the
Framework is that the collection, use and disclosure of PHI isto be carried out in the most
l[imited manner, on a need-to-know basis, and with the highest degree of anonymity possiblein
the circumstances.

With respect to consent for disclosing health information for health care, the ACIET Framework
generaly provides as follows:

Thereisimplied knowledgeable consent to share health information within the circle of
care (i.e. consent hinges on notice of practices).

viI British Columbia, Alberta, Manitoba and the Atlantic province use the “no consent” model, in which no consent is
required to collect, use or disclose personal health information for treatment or care. Saskatchewan uses the
“deemed consent model” in which the individual is deemed to consent to disclosure and may only opt out of access
to and disclosure of his or her comprehensive health record. Ontario utilizes the “implied consent” model, which
assumes that the patient gives consent unless the patient directs otherwise. Quebec is the only jurisdiction to require
express consent to share health information for treatment and care.
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The individual has the right to withhold or withdraw their consent to share health
information (opt out).

The health care provider with custody of the health information must inform the
individual of the consequences of any such restrictions

The health care provider disclosing information which isincomplete must furnish notice
to the receiving health care provider that information has been withheld if, in the opinion
of the disclosing provider, the information is important for care and treatment.

There must be the potential for a provider to override awithdrawal of consent in an
emergency situation. *°

This consent model was endorsed by al territories and provinces with the exception of
Saskatchewan and Quebec. *'

2.2.3 Consent Architecture and Mechanisms

Although Infoway has no mandate to develop privacy and security policy,”® it is required to
incorporate the protection of personal health information in al its activities in accordance with
applicable laws and privacy principles, including provincial and territorial laws and policies.*
Infoway achieves this by, among other things, ensuring that privacy and security are addressed in
the projectsit funds. Every project is required to conduct a Privacy Impact Assessment (PIA)
that describes how the system will function and how it will address privacy rulesin placein the
jurisdiction.

In one of its key projects, Infoway worked with clinicians, business, and technology and privacy
experts across the country to develop a conceptua privacy and security architecture (P& S
Architecture) that can be used to build secure and privacy enhancing interoperable EHRS across
Canada. The P& S Architecture presents avision of adesired future state of how the EHRI should
operate in yearsto come.™ Whilethe P& S architecture is designed to support the implied
knowledgeable consent model of the ACIET Framework, it also supports alternative models of
consent.”* This flexibility means that jurisdictions can use the architecture to implement the
privacy protective features that are consistent with their local |egidlative requirements.

Some of the key consent-related components of the conceptual P& S Architecture include:

The potential to mask health data at the data el ement level

The potential to mask health data from specific providers or electronic health record users
The ability to override masking

Consent directive repositories which will store individuals consent choices >

While some elements of the P& S Architecture are to be implemented in the future, masking
functions are currently being utilized in several Canadian e-health projects.

Three Provincial e-Health Projects

Numerous projects that will form components of the pan-Canadian EHR are currently underway
in every province and territory across Canada. These projects include picture archiving and
communications systems to electronically capture x-rays, MRI's and CAT scans; pharmacy
networks with comprehensive patient medication profiles and drug-to-drug interaction decision
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support; primary health care information management systems including interoperable health
records and telehealth. The implementation of consent in these initiatives will vary depending on
the jurisdiction's privacy law requirements and policies. Projects in three provinces that have
implemented consent in varying ways are described below.

2.3 ALBERTA NETCARE PHYSICIAN OFFICE SYSTEM PROGRAM

2.3.1 Overview

The Alberta Physician Office System Program (POSP) is one component of Alberta Netcare, a
set of projects overseen by the Ministry of Health and Wellness. Alberta Netcare is designed to
create an integrated province-wide EHRI that will link physician offices, clinics, hospitals,
pharmacies and other points of care to patient information. The EHRI currently includes
Pharmaceutical Information System (prescription depository and related services) the Client
Registry, and Laboratory Repository. >

The POSP is intended to help physicians move to el ectronic medical records so that their office
systems can be integrated with the EHRI. The POSP provides physicians with partia funding for
the implementation of information technology in their offices over a period of 48 months. POSP
assists afull range of physicians from those who have little information technology to those who
are ready to move to a comprehensive electronic medical record as areplacement for traditional
paper-based charts. As of July 2006, 61% of Alberta physicians were receiving support through
POSP to computerize their practices, with over 80% of these physicians being funded to
transition to a comprehensive electronic medical record.>

To qualify for funding, physicians must use an office system that meets POSP vendor
conformance and usability requirements (V CUR). Among its many functions, the system must
be able to:

Maintain demographic data;
Generate daily reports;
Provide prescription creation and printing and/or transmission at the point of care

Provide access to a sufficiently powerful alert capacity to be able to identify major drug-
drug interactions and potentially dangerous drug doses on prescriptions.

With respect to the electronic medical record, the system must maintain the following
information using discrete data el ements:

Allergy data

Medication data

Problem lists

Diagnosis data

Procedure data>

System Access Controls

The POSP requires users of the system to have a unique user ID and a password. The system
uses role-based access that limits information accessible based on the individual'srole in the
office and the information they need to accomplish their job. The system creates an access log by
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user. Thelog includes failed access attempts as a means of identifying those who may be abusing
the system. It requires two-factor authentication when communicating with an external system. It
limits the ability to print arecord by user and location. The system also provides end-to-end
encryption when a physician accesses the system remotely.*

2.3.2 Privacy Laws and Policies

The primary law governing the use and disclosure of health information in Albertais the Health
Information Act (HIA), which applies to health service providers who are paid under the Alberta
Health Care Insurance Plan to provide health services. HIA alows personal health information to
be collected, used and disclosed for treatment and care without an individual's express consent.>”
HIA aso permits a provider to disclose health information without consent if they believe on
reasonabl e grounds that the disclosure will avert or minimize an imminent danger to the health or
safety of any person. Under the HIA, in deciding how much health information to disclose, a
provider must consider as an important factor any expressed wishes of the individual who isthe
subject of the information regarding disclosure, together with any other factors the provider
considers relevant.”®

Alberta has endorsed the ACIET Pan-Canadian Health Information Privacy and Confidentiality
Framework which is based on implied knowledgeabl e consent to share health information within
the circle of care coupled with the individual’ s right to opt out.>

2.3.3 Consent Architecture and Mechanisms

Physician systems that have met the POSP V CUR are capable of implementing the consent
model described below.®

Clinical information

Recording clinical information
No opt out. Patients of providers who use electronic medical records do not have the right to
opt out of having their information recorded in an electronic medical record.

Masking clinical information

Opt out. Physician's systems must be able to mask a patient's record or a portion of their
record that contains highly sensitive medical data. Masking can take place at the discrete data
element level .

Asof April 2008, the systems must be capable of allowing individuals to allow or restrict
access to their data for a specific health care provider, purpose or circumstance (e.g.
emergency).®?

Override of masking

The system must be able to override the restriction placed on access. The physician's system
must have the capability to allow the override for a specified period of time and then to
reapply the restriction automatically. The system must be able to log the override, including
user id, date and time and the reason for the override. ®
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Masking and drug interaction alerts

Asof April 2008, if anew prescription order or dispense interacts with a masked record (a
masked drug, a masked condition or a masked allergy or intolerance) the system will
promptly alert the person originating the information that there is a contraindication with a
masked record.®

Demographic information

Recor ding demogr aphic information
Individuals cannot totally opt out of having their demographic information entered.

Masking demographic information
Through their physician, individuals may mask fieldsin their demographic record that
contain highly sensitive information.®®

Technical information

A list of physician office system applications that have met the VCUR, along with the
vendors who provide them is available on the POSP's website at
http://www.posp.ab.ca/accepted/veur-product-list.asp.

2.4 BRITISH COLUMBIA PHARMANET

2.4.1 Overview

PharmaNet is one of the British Columbias key e-health projects. PharmaNet is a province-wide
electronic network that links all BC pharmacies, as well as many emergency department
physicians and medical practitionersin private practice to a central set of data systems, including
aClient Registry. The datais maintained by the College of Pharmacists, BC on behalf of the
Ministry of Health. PharmaNet supports drug dispensing, drug monitoring and claims
processing. The system maintains:

Patient drug profiles including all drugs dispensed during the last 14 months, drug
alergies and clinical conditions, and patient demographics which include the personal
health number, name, address, gender and date of birth.

Drug information for pharmacists, patients, and drug interaction evaluation.
Claim information including eligibility, coverage and deductibles. ®

Pharmacies access Pharmanet through a private government high speed network, while medical
practitioners can access the system through a commercial internet provider.®’

Community pharmacies are the source of most of the data entered into the system including
prescriptions filled, over the counter drugs used (at the pharmacists' option), and adverse events
reported. Hospital out-patient pharmacies also send prescription information to the system. In-
patient pharmacies do not normally add prescription information to the system but can send more
limited information, such as patient adverse reaction information.® In addition, medical
practitioners may also enter data including adverse events, dispensing of drugs (e.g., samples),
and explanations of unusual dosages.”
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System Access Controls

All users must register with the Ministry for purposes of authentication. They must also sign a
confidentiality agreement before being granted access to PharmaNet. Users must provide a
unique ID and password when logging on to PharmaNet. Access is role based. For example, ina
hospital, generally only emergency department physicians would be able to access PharmaNet.
Accessis also context based. For example, pharmacists can access medication information only
in the performance of their professional duties. If amedication history is accessed when a
prescription is not dispensed, the pharmacist must keep arecord of the reason for the access. The
system is designed to detect improper browsing.™

2.4.2 Privacy Laws and Policies

There is no specific health privacy legisation in British Columbia. The main statutes governing
the privacy of information are the Freedom of Information and Protection of Privacy Act
(FOIPPA), which applies to the collection use and disclosure of personal information (including
health information) by public bodies and the Personal Information Protection Act (PIPA), which
governs the private sector. The FOIPPA requires that individuals be given notice of the purposes
for which their information is collected. It allows information to be used and disclosed in
accordance with the purposes for which it was collected and for consistent purposes. * The
Ministry of Health, as a public body, is subject to the FOIPPA."

The PIPA permits the collection, use and disclosure of information with the individual's express
consent. Providers can also rely on implied consent to disclose the individual’ s information for
treatment provided the individual is given adequate notice and the opportunity to object. ”* Most
medical practitioners and pharmacists would be subject to PIPA.

To address concerns with respect to potential access to PharmaNet data, the Pharmacists,
Pharmacy Operations and Drug Scheduling Act specifically limits the classes of individuas who
have access to PharmaNet data to pharmacists, as well as medical practitioners and certain other
persons designated in regulation.”

British Columbia has endorsed the ACIET Pan-Canadian Health Information Privacy and
Confidentiality Framework which is generally based on implied knowledgeable consent to share
health information within the circle of care coupled with the individual’s right to opt out.”

2.4.3 Consent Architecture and Mechanisms

Community pharmacists generally act as the "gatekeeper” for individua's interaction with
PharmaNet. Individuals can request a printed copy of their persona data stored on PharmaNet
through their local pharmacy, which will submit the request to the College of Pharmacists for
action. They can also request that their medication record be assigned a keyword through their
pharmacist. The keyword masks the record. Once the keyword has been set, the record is
generally inaccessible unless the patient provides the keyword. Keywords can be changed and
removed by the community pharmacist.” The details of the operation of these consent
mechanisms are further detailed below.
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Clinical information

Recording clinical information

No opt out. All prescription medications dispensed by community and in-house hospital
pharmaciesin BC must be recorded on the PharmaNet central database. Individuals cannot
opt out of having their information included. ”’

Accessing clinical information
The consent model by which a provider can access a patient’ s prescription medication record
varies by the category of provider.

Phar macists. Implied consent. Pharmacists have implied consent to access a
patient’ s prescription drug information maintained on PharmaNet.”®

Emergency department physicians. Implied consent. Emergency department
physicians may access a patient's prescription drug data under implied consent.
However, the emergency department must post a notice telling patients that
authorized staff may access their PharmaNet medication profile.

Emergency department physicians can view and can retain an electronic or printed
copy of the medication profile. The print out must either become part of the patient’s
chart (and must be treated with the same confidentiality considerations as with other
highly sensitive, confidential information), or be destroyed. °

Medical practitioners. Express consent required. Medical practitioners must have
the patient's written consent to access their prescription drug information maintained
on PharmaNet.®

Practitioners can retain an electronic or printed copy of the medication profile, which
must either become part of the patient’s chart (and treated with the same degree of
confidentiality as other confidential health information) or be destroyed.®

Masking clinical information

Individuals can restrict access to (mask) their prescription data by asking their pharmacist to
attach akeyword to the individual's records. The pharmacist transmits the request to the
central PharmaNet database where the actual masking takes place. Individuals can also
request that their keyword be changed or removed through their pharmacist.®

Override masking with permission (shared secret). With the keyword in place, only those
pharmacists and physicians with whom the individual shares the keyword can access their
records. Thisis generally called a"shared secret." %

Phar macists. The patient can give a pharmacist their keyword to access their masked
data. The pharmacist is allowed to store a patient keyword on the local system if the

patient gives consent. This affords the pharmacist chosen by the patient easy access to
the patient's records. The pharmacist cannot share the keyword with others (e.g., other
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pharmacists) even if they are sharing patient information. This restricts access to the
patient’s record and medication profile to the pharmacist(s) chosen by the patient.®*

Emergency department physicians. The patient can give an emergency department
physician access to their masked record by giving the emergency department
physician the keyword (the shared secret).

Duration of access. ED physicians are permitted to store the patient’ s keyword
on the local system for use within the same treatment period if the patient gives
their consent. Keywords cannot be shared among providers sharing patient
information. This restricts access to the patient’ s record and medication profile to
provider(s) chosen by the patient and therefore protects their right to privacy.

Retention of unmasked infor mation. Retaining and printing an unmasked
record appear to be governed by the same rules that apply to records that are
accessed through regular means: i.e., The ED can retain an electronic or printed
copy of the medication profile. The print out must either become part of the
patient’s chart (and must be treated with the same confidentiality considerations
aswith other highly sensitive, confidential information), or be destroyed.®

Medical Practitioners. A patient can give amedica practitioner their keyword in
order for the medical practitioner to access their masked PharmaNet record.®’

Retention of unmasked infor mation. Retaining and printing an unmasked
record appear to be governed by the same rules that apply to records that are
accessed through regular means: i.e., Practitioners can retain an electronic or
printed copy of the medication profile, which must either become part of the
patient’s chart (and treated with the same degree of confidentiality as other
confidential health information) or be destroyed.®

Override of masked information in emergency (without patient per mission)

Emer gency department physicians. Emergency department physicians may
override the keyword if the patient requires urgent medical care and is unable to
remember or communicate their keyword. The physician must contact the
PharmaNet Help Desk to have the keyword reset. They then must notify the
patient within areasonable period of time that this action has been taken to ensure
that the patient is aware that their keyword has been reset and that they will need
to re-establish anew oneif they so desire.

- Logging of override. When akeyword is reset in this way the PharmaNet
Help Desk records the name and College of Physicians and Surgeons ID
number of the physician requesting the reset as well as the name of the person
calling on behalf of the physician.
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The College will notify the patient, in writing, that their keyword was reset as
aresult of their emergency room department visit.*

o Medical practitioners.
General medical practices do not have the authority to override keywords. ™

Demographic information

PharmaNet maintains its own patient demographics, which are synchronized with the British
Columbia Ministry of Health centralized Client Registry System. The centralized Client Registry
System maintains the following information on every person who receives health servicesin the
province: name, address, gender, date of birth and persona health number (PHN). Entry of
telephone number is optional. It is not clear from publicly available documents whether
demographic data can be masked.*?

Technical information

PharmaNet Professional and Software compliance standards are available at
http://healthnet.hnet.bc.calcatal ogu/tech/pnetcompdocs.html

2.5 ONTARIO DRUG PROFILE VIEWER (DPV) SYSTEM

2.5.1 Overview

One of Ontario's key e-health projects is the Emergency Department Access to Drug History
Initiative. The initiative provides a province-wide electronic information system, known as the
Drug Profile Viewer (DPV) System. The DPV enables the Ministry of Health and Long Term
Care to share with providers the prescription drug claim histories of patients who receive benefits
through the Ontario Drug Benefit Program, which covers seniors, and through the Trillium Drug
Program, which assists people who have high prescription drug costsin relation to their income
(collectively referred to as ODB). * It was scheduled to be fully implemented in 183 hospitals
by the end of 2006.

Emergency department staff will be able to view the names, dosage forms, strengths, and
quantity of the drugs which have been prescribed to a patient through the ODB program. In
addition, the prescriber and pharmacy information for these drugs will be displayed. Because the
DPV system only provides access to ODB prescription claims history, providers are advised that
the data available:

Does not include medications obtained from other sources, such as over the counter drugs
Includes only that portion of data claims information that the patient has consented to
release

May include information related to claims for prescriptions that were submitted but never
picked up. **

The claimsinformation is stored on a central database and is accessed by emergency departments
in Ontario hospitals which are connected to the Smart System for Health Agency (SSHA) secure
network, an 1P-based managed private network with secure Public Key Infrastructure and
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authentication. Each hospital must enter into a data access agreement with the Ministry to
participate. The DPV System will be maintained and operated on an ongoing basis under the
direction of the Ministry. %

System Access Controls

All users of the DPV System must be identified, registered, and have proper authorization to gain
access to ODB and TDP drug claims history. In addition, the Ministry will maintain arecord of
each authorization that is granted to view an ODB recipient's drug claims history at an
emergency department and furnish a copy of the list to the recipient upon their request.®®

2.5.2 Privacy Laws and Policies

The use and disclosure of health information by private and public entitiesin Ontario is governed
by the Personal Health Information Protection Act (PHIPA), which has been deemed to be
substantially similar to PIPEDA.®" PHIPA uses a knowledgeable implied consent model, which
permits a provider to assume that he or she has the individual's consent to collect, use or disclose
the information for the purpose of providing health care.®® Implied consent is conditioned on the
individual's knowledge of the intended use and disclosure of the information collected and their
right to withdraw consent. Knowledgeable consent is generally achieved by the provider's
posting or furnishing appropriate notice of the intended use and disclosure of the information and
the individual's right to withdraw their consent.® The individual has the right to totally or
partially withhold or withdraw their consent.’® If the individual limits disclosure of their health
information and the creating provider believes that disclosure of the masked information is
reasonably necessary for the receiving provider to provide care, the creating provider must notify
the recipient that they are not receiving all of the individual's health information.*®* Providers
have the right to override the individual's restriction in very limited circumstances to eliminate or
reduce a significant risk of serious bodily harm to a person or group of persons.'®

Ontario has endorsed the ACIET Pan-Canadian Health Information Privacy and Confidentiality
Framework which is based on implied knowledgeabl e consent to share health information within
the circle of care coupled with the individual’s right to opt out.'*

2.5.3 Consent Architecture and Mechanisms

Clinical information

Recording clinical information

No opt out. ODB recipients' prescriptions are automatically recorded by the Ministry of
Health, the agency overseeing the program. Recipients of ODB benefits may not opt out of
having this information recorded and stored in the central database.

Accessing clinical information
The Ministry of Health relies on implied consent to disclose drug claims history to authorized
emergency department personnel for the purpose of providing health care.
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Masking clinical information

Individuals are encouraged to consult with a healthcare provider about the benefits of
disclosing their drug claims history to emergency departments at which they seek treatment
and the potential health risks of fully or partially withdrawing consent. However, if the
individual determines that they want to withdraw their consent, they may do so. A decision
to withdraw consent will not affect an ODB recipient's eligibility to receive ODB or TDP
benefits or any other health care service funded by the Province of Ontario.'*®

Individuals can withdraw their consent (opt out) either fully or partially of having their
prescription drug information disclosed.!® Forms for withdrawing consent and reinstating
consent are available on the Ministry’ s website or by calling the Ministry. Theindividual
receives notice when their request has been acted upon. X’ The details for masking
information are described in detail below.

Full masking of prescription drug claims history

An individual who does not want any of their drug claims history disclosed to an
emergency department can opt out by withdrawing their consent. The recipient must
filea Full Withdrawal of Consent Form with the Ministry.’® The individual's entire
record is masked at the central database maintaining ODB/Trillium prescription
information.

Flag that data isnot available

When an emergency department provider electronically requests masked data, they
receive aflag (notice) that drug information is not available either because the patient
is not an ODB recipient or because the patient may have withdrawn their consent.**

Partial masking of prescription drug claims history

Anindividual can partially opt out by identifying specific drugs they do not want to
be disclosed. The individual must submit a Partial Withdrawal of Consent Form with
the Ministry. Only the identified drugs are masked. Individuals may change the list of
drugs they want withheld at any time by submitting anew list and anew Partia
Withdrawal of Consent Form. **°

Providers using the system have been given genera notice that the drug information
that is accessible thought the DPV isonly that portion of the drug claim information
that the patient has consented to release.™*

Unmasking information (reinstating consent through normal channels)
Anindividual can reinstate their consent and unmask their data through normal channels by
submitting a Consent Reinstatement Form with the Ministry.**?

Override masking with permission (shared secret)

Anindividual may be able to temporarily reinstate consent during their visit to the
emergency room. To do this, the patient or their substitute decision maker must communicate
their wishes to reinstate consent to the emergency department staff and the staff must have
access to the patient's health number. Generally, the provider can obtain the individual's
health number from their health card or, with the patient or substitute decision maker's
written permission, from the Ministry. The patient's health number acts as a“shared secret”
to provide temporary access to the otherwise masked data. 3
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Duration of override

The override lasts the duration of the ED visit."*

No selective override

If the patient reinstates their consent in the emergency department, the staff will have
accessto all of that patient's ODB drug claims history. The patient cannot selectively
choose which information to unmask in this situation. **°

Retention of unmasked infor mation
It is recommended that the emergency department copy the patient's drug history and
include it in their record when they are admitted to the emergency department.

Number of recipientswho masked data
Out of over 1.5 million ODB and Trillium recipients, only 508 fully withheld consent and 11
partially withheld consent from June 2005 through February 2006.M°
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3 England Findings

3.1 FUNDING AND GENERAL STRUCTURE OF HEALTH CARE DELIVERY SYSTEM

England has a universal, publicly funded health care system. A wide range of services, largely
free at delivery, is provided by the National Health Service (NHS), the largest health care
organization in Europe. The National Health Service accounts for 88% of healthcare
expenditures in the United Kingdom.*

Ten Strategic Health Authorities (SHAS) manage the NHS locally and are responsible for, among
other things, developing plans for improving health servicesin their local area, and ensuring the
quality of local health services. The SHAs oversee avariety of trusts (e.g., Primary Care, Acute
Care, and Mental Health Services Trusts) each of which pays for and monitors a different class
of hedlth carein their region.*®

While GPs generally serve as the gatekeepers for care, individuals can be treated by a number of
different health care providers. Mental health services, for example, are provided in awide range
of settings from GPs or other primary care services, community services to hospital wards.**
Furthermore, individuals can self-refer to sexual health clinics, which are required to maintain
confidentiality and do not, as a matter of course, share information with the patient's GP.*%°

3.2 NHII

3.2.1 Overview

England is developing a centralized nationwide health information exchange infrastructure to
support the NHS. The project, the National Programme for Information Technology (NPfIT),
was launched in 2002.*** Once fully operational, the new IT infrastructure will connect more
than 100,000 doctors, 380,000 nurses and 50,000 other healthcare professionals, as well as give
50 million patients access to their health information.'? Its size and complexity make it the
largest health information technology program in the world.*?® According to the National Audit
Office, Connecting for Health now projects that NHS's 10-year expenditures on the program will
be £12.4 billion (2004-5 prices).***

Connecting for Health, an agency of the Department of Health is responsible for the central
management and administration of the NPfIT. Local IT procurement and management is
handled through 5 geographic clusters, each of which comprises 1-2 SHAs working in concert.
Each cluster has chosen a Loca Service Provider (an information technology vendor) to deliver
IT servicesin its respective part of the country.'?

Electronic Patient Records

Over 90% of GP officesin England are computerized. Estimates vary widely on the proportion
of GPsthat use electronic patient records, perhaps due to different definitions of the term.
However, there appears to be agreement that only a small percentage of these systems have the
capacity to share information with clinicians outside their practice. *°
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Figure 2: NHS Care Records Service Architecture

Source: Connecting for Health, NHS

To remedy this situation, the core of the NPfIT will be the NHS Care Records Service, whichis
intended to create an electronic patient record for every NHS patient and to make electronic
summaries of those records available nationally by 2010.**

Care Records will be made of a number of components, including:

The Detailed Care Record. The Detailed Care Record contains the detailed records of
patient encounters and care and is to be accessible locally.

The Summary Care Record. The Summary Care Record will be asummary of essentiad
clinical health information that is available nationwide. It isintended to be used for out-
of-hours care, accident and emergency care, treatment of patients who are traveling out of
their region and for less complex care across organizations. 2 Eventually, the Summary
Care Record will contain a patient's essential clinical health information such as major
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diagnoses, procedures, current and regular prescriptions, adverse reactions, and drug
interactions.*®

Personal demographic data (e.g., name, address, gender, NHS number, date of birth,
consent preferences).™*°

Detailed Care Records will be maintained locally. Each geographic cluster will have one or more
regional data center(s) run by the cluster's Local Service Provider. Each cluster data center will
maintain the Detailed Care Records of the providersinitsregion. Subject to patient approval,
Detailed Care Records are potentially available to other providers within the cluster. For
example, when a GP refers a patient to a hospital, the hospital may be able to access the relevant
parts of the GP's detailed records.*** Cluster data centers are not directly linked to each other.

Essential information in the Detailed Care Record is automatically uploaded to form the
Summary Care Record. The Summary Care Record and personal demographic datawill be
maintained in a central national database and messaging center called the Spine. The data are
maintained in separate applications, the Personal Demographics Service and the Personal Spine
Information Service, but are linked by a unique patient identifier, the NHS Number. In addition
to summarizing essential health information, the Summary Care Record will also provide links to
datain the Detailed Care Record. Summary Care Record and PDS information will be available
nationwide using a high speed broadband intranet called N3. 1%

Patients will have access to their own Summary Care Record through NHS HealthSpace. An
initial version of HealthSpace already exists as a personal health organizer which alows people
to note personal information about their health, use Choose and Book services to book
appointments, and keep a calendar for appointments. Over time the services it provides will
expand to provide patients with a link to their NHS Summary Care Record. %3

Status of NHI!

There has been steady progress in the devel opment of the Care Records Service. The Personal
Demographics Service, which was initially popul ated from a database used to trace NHS
numbers for patients, went livein June 2004. Asof August 2006, PDS was being accessed by
over 250,000 users in conjunction with selected NPfIT services including Choose and Book and
Electronic Prescription Services. ™

As of December 2006, over 98% of England's GP offices have been connected to the N3 nationa
broadband network.™*®> However, most GP office systems have not yet met the specific
requirements for being eligible to participate in the Care Records Service, including being able to
generate Summary Care Records. Connecting for Health has initiated a program to encourage
GPs to move to compliant systems or up grade their existing systems to bring them into
compliance. Under this scheme, which is subject to Department of Health and HM Treasury
approval, GPs will receive IT funding based on their achieving progressive compliance levels,
including moving (or upgrading) their practice systems to systems that are Spine-compliant, and
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migrating their records to the cluster data center serving their region. "' The target date for the
commencement of this program is April 2007. **

Access and Audit Controls

Access to the electronic health records will be controlled in three ways:

User authentication. A Smartcard with photographic ID and pin number must be used
every time an NHS employee logs onto the system.

Role based access control. Anyone accessing a patient's record will have access to only
as much information as they need to know for the purpose of the job role they are
performing. Job roles will be defined centrally and assigned locally.

L egitimate r elationships. Anyone accessing a patient's record is required to have a
"legitimate relationship” with that patient, so a clinician will not normally be allowed to
access the record of a patient not under their care. Systems will automatically construct a
legitimate relationship when a patient is referred to another health care professional. In
exceptional circumstances, care professionals will be able to create alegitimate
relationship with a patient without referral or consent: for example, an emergency
clinician treating an unconscious accident victim. */

The system will aso ensure confidentiality through the use of alerts and audit trails. The
organization’s privacy officer will be alerted where there is a question about the appropriateness
of user access. In addition, an audit trail will be established on each and every occasion that a
pati elr;tss medical records are accessed. Patients will have the right to request a copy of the audit
trail.

The NHS is scheduled to pilot the Summary Care Record in spring 2007, with tentative plans to
implement it nationally in 2008. At that time, it will also pilot patient access to the Summary
Care Record through HealthSpace with asmall group of patients.**°

3.2.2 Privacy Laws & Policies

Health information in England is primarily protected under the Data Protection Act, Human
Rights Act, common law duty of confidence, and professional ethical standards. The Data
Protection Act uses an implied consent model for the use and disclosure of health information for
treatment, and includes the right of the individual to object to disclosure.** The British Medical
Association has consistently taken the position that pursuant to medical ethics, express consent
should be obtained for the sharing of health information in an electronic national system.

Asthe NPfIT has progressed, magjor concerns regarding the confidentiality and potential
accessibility of patient information have been raised and remain a matter of controversy.*** To
resolve some of these concerns, the Care Record Development Board released the Care Record
Guarantee, which sets out the general rules that will govern information held in the NHS Care
Records Service when it goes live. This guarantee will be updated every 12 months to reflect
changing circumstances.

Vil According to the National Audit Office, 500,000 patient records are being converted and cleansed every month.
National Audit Office, United Kingdom, The National Programme for 1T in the NHS (June 16, 2006).
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Some of the key principles of the 2006 Care Record Guarantee include:

Thoseinvolved in a patient's care will have access to the patient's health records. The
information will be limited to what the person needs to perform their health care role.

The patient can choose to limit how NHS shares the information in their electronic care
record.

NHS generally will not otherwise share identifiable health information unless:
The patient requests that they do so
The patient gives their specific permission
It isrequired to share by law
It has special permission for health or research purposes
Has specia permission because the interests of the public are thought to be of greater
importance than the patient's confidentiality (e.g., reporting an infectious disease)

Patients will be able to check their own care records and ask for factual inaccuraciesto be
corrected.**

The Care Record Guarantee also provides that in the future, people who are concerned about
particular entriesin their record can ask that they be kept from general view (partial opt out). In
England, the mechanism for limiting access to datais called “sealing” data or using a "sealed
envelope."'*?

3.2.3 Consent Architecture and Mechanisms

Electronic care records will consist of Detailed Care Records, to be maintained locally, and
Summary Care Records which will be maintained in the Spine, the national database, and be
available to NHS providers throughout the country.™ The creation and content for each of these
two types of records is described first, followed by a discussion of “sealing,” the consent
mechanism to be used for both types of records. The development of the policies surrounding
these records is an ongoing process and subject to change.

3.2.3.1 Detailed Care Records

Since GP records will be the first components of the electronically shared Care Record, the
following discussion is limited to those records.

Clinical Information

Recording clinical information

No opt out of recording clinical information. Patients will not have the right to prevent their
GP from making a detailed record of their treatment. Thisis because the clinician is required,
under professional rules, to keep arecord of the consultation and the treatment the patient
receives.'*

™ The discussion on the developing consent architecture and mechanisms with respect to the Care Records Service
appears to have primarily focused on the Summary Care Record.
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Electronically sharing clinical information

Potential opt out. Currently, it is expected that patients will have the right to request that all
Detailed Care Records held by clinicians be held nondigitally in paper format or in an
electronic system that is not connected to the wider NHS system (i.e., opt out of having their
information potentially available through the NHS electronic Care Record Service).'*

Limiting access by provider category
It has been proposed that patients have three level s of choice with respect to sharing their
locally maintained Detailed Care Records with providers. The patient will be able to grant
access to their care records to:

Only the treating physician

Only organizations involved in their care

To the entire system.'*°

These access controls will be augmented by the "sealed envelope” which will alow a patient
to identify a particular part of their record and seal it off from access. **’ Sealed envelopes are
described in more detail below.

3.2.3.2 Initial Summary Care Records

This section describes content and patient controls of access that will be utilized in the initia
phase of introducing Summary Care Records.

Content of Summary Care Record

Because the technology for sealed envelopes will not be available during the early adopter
pilot projectsin spring 2007, it has been determined that the initial Summary Care Record
should only contain "non-sensitive” information. Accordingly, only information about
current medi cations and suspected adverse and allergic reactions to medications will be
included in the initial Summary Care Records. Furthermore, the initial upload of information
will come solely from records originating in GP clinical computer systems.*

Creating a Summary Care Record

Express and implied consent. The issue of patient consent with respect to the Summary Care
Record has been a matter of debate. In very general terms, the British Medical Association
and the Ethics Committee of the Royal College of Genera Practitioners have taken the
position that the creation of a Summary Care Record for a particular patient should require
that patient's explicit consent. In contrast, the Department of Health has taken the position
that an opt-out approach is appropriate.**® After considerable consultation, the stakeholders
agreed to the following scheme for patient consent for the early adopter pilots. A Summary
Care Group Advisory Group will oversee the issues that may arise in the pilot project
(including consent) and address potential resolutions.**°

Notice of creation of Summary Care Record

There will be a public information campaign to alert people to the plan to undertake
the generation of Summary Care Records. The public information campaign will alert
patients that they have a specific timeframe in which to view their proposed summary
and to set limits on sharing, should they wish to do so. As each practice goeslive, a
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text-only Summary Care Record will be extracted from the GP database for each
patient on the database. Patients will be able to review their summary via
HealthSpace or by requesting a print-out of their summary from their GP.*" Patients
will be invited to correct or amend their record at this point.

Choicere creation of Summary Care Record

Express and implied consent. Patients will have the choice whether to have their
clinical information uploaded to the national database to create a Summary Care
Record. After the public information campaign, they will beinvited to give their
permission for the creation of a Summary Care Record.™

Individuals who, after arealistic period of time following the public information
campaign notice, have not reviewed their record will be presumed to have given their
implied consent for their Summary Care Record to be created and shared in
appropriate circumstances.'>®

The Summary Care Advisory Group is to consider the issue as to how to implement
these rights.™* The possibility of opting out of the creation of a Summary Care
Record (available nationally) but not the shared Detailed Care Record (available
regionally) remains an open issue.™>

Sharing of the Summary Care Record

Total opt out. Individuals will be able to allow the creation of a Summary Care Record but
opt out of sharing the record. The patient's PDS would show "no data sharing” and only
cliniciansinside the GP workgroup would be able to view the data.*>®

3.2.3.3 Subsequent Summary Care Records

Subsequent to the initial text-based Summary Care Record, a coded Summary Care Record will
be generated and uploaded to replace the text version.” With the introduction of coded
summaries, patients will have the following additional opportunity to limit accessto their
clinical health information.

Content of coded Summary Care Records

Opt out of including datain Summary Care Record. With the introduction of coded
summaries, acompliant GP system will indicate to a clinician what information would
normally be included in a summary. The GP then has the ability to easily mark/unmark
entries for inclusion or exclusion in the summary. Thiswill alow the Summary Care Record
to be refined pursuant to patient request. Information that is not included in the summary
will not be available to providers outside the GPs workgroup. **’

* When data are “coded” the data are transmitted and stored as codes, but the person viewing the record will see the
rubrics derived from those codes.
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3.2.3.4 Sealing and Sealing and Locking Information

The NHS is committed in the future to enabling patients to limit access to sensitive information
within their records. The patient will be able to request that specific sensitive information within
their clinical record is accessible only with their consent. Because this masking feature is often
referred to as “sealing,” (or using a“sealed envelope”’) in England, we use those terms in
describing them in this paper.

Overview

Under current plans, patients will be able to opt to have sensitive information "sealed”. Patients
will aso be able to impose an addition layer of control on their records by requesting that they be
"sealed and locked.” When arecord is sealed and locked, no one beyond the provider who
generated the information and members of that provider’s health care team (workgroup) will be
able to access the information. The following section describes some of the elements that are
common to “sealed” and “sealed and locked” records. Because consent mechanisms are
implemented in dlightly different fashions with “sealed” and “sealed and locked” information the
specifics for these two means of masking are described in separate sections below.

Status of sealing mechanism

NHS Connecting for Health contracts with contractors involved in devel oping the NHII
originally specified high-level “sealed envelope’ requirements. Detailed sealing requirements
were developed and revised in response to patient representative and clinician feedback. The
detailed sealing requirements explained below are summarized from the NHS “ Sealed
Envelopes’ Briefing Paper: “Selective Alerting Approach,” drafted in late 2006.2® These
requirements are still being developed and may change.

Although some provider software already provides some patient sealing functionality, wide-
spread sealing functionality along the lines described below is expected to become available
in 2008-9."

Noticeto patient of consequences of sealing or sealing and locking
Patients must be advised of the potential implications that may result from specific decisions
to restrict access. Sealing, and even more so sealing and locking, introduces the risk that:
inappropriate treatment options are offered to the patient; or
appropriate treatment options are not offered to the patient.

Right to seal or seal and lock information and exception

If a patient with mental capacity understands that their request to seal or seal and lock their
information may be harmful to their health, and despite this still wishes to go ahead, then
under common law, the patient’s decision should be respected and the provider must seal the
information. Clinicians will be able to, and will be advised to, record their concerns about
such decisions. However, a request may be refused where it could impact adversely on the
health and welfare of others.

Duration of sealing/locking information
When a patient seals, or seals and locks, datathe restrictions will apply until the patient
changes their mind or dies.
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Decision support and sealed/sealed and locked information
The mechanisms for how the sealed envel ope systems will operate with decision support
software are till being devel oped.

No policy limitson type of clinical information that can be sealed/sealed and locked
Generaly, patients will be able to seal or seal and lock any part of their Summary Care
Record or Detailed Care Record except demographic information. The right to seal is not
limited to specific types of information such as those typically associated with potential
stigma and discrimination.

Technological limitson type of clinical information that can be sealed/sealed and locked
All entries in the Summary Care Record will be “sealable.” However, it will not be possible
to seal certain types of datain the Detailed Care Record. For example, parts of images such
as aletter that has been scanned into the system will not be “sealable.” It is also expected that
there will be standard units of clinical data that can be sealed (such as standard clinical
messages) and it would not be possible to seal components of those standard units.

Sealed Information

Flag that record contains sealed infor mation

When someone attempts to access sealed information aflag (an icon with a message) appears
warning them that the information they are attempting to access has been sealed. Theflag
only appears when that part of the record that is sealed is being accessed. The content of the
message varies with the entity attempting to access the record.

Author and workgroup. When the provider who created the information (the author)
or his workgroup attempt to access sealed data, aflag (an icon) appears advising them
that are attempting to access sealed data and instructing them how to view it.
Othersoutside the wor kgroup. When anyone outside the workgroup attempts to
access the "sealed" information there will be aflag telling them that the information is
only available for view with the patient's permission. The message also instructs them
how to override the seal and cautions them that if they do so an alert will be sent to
the organization's privacy officer.

Access to sealed information
Author and workgroup. The author and members of his workgroup with role-
based access permission will be able to access the sealed information. They will not
need to override the seal.
Othersoutsidethe workgroup. Those outside the workgroup generally may not
access the information without the patient's permission.

Override of sealed information with patient’s per mission
A provider outside the author’ s workgroup can override the seal with the patient’s express
permission.
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Override of sealing without patient’s permission
A provider outside the author’s workgroup generally cannot override the seal without the
patient’s permission. If the patient has sealed data and it is not practical to ask permission to
view that datathen access must be justified through one of the following reasons:

Public interest;

Accessisrequired by statute; or

A court order demands access

Best interest of the patient is not sufficient on its own to justify access, even if the patient
IS UNCONSCi OUS.

A public interest defense will be applicable very rarely. It relies on the clinician being
ableto justify the breach of patient confidence in the interests of the public, such asa
genuine risk that specific individuals, or the public in general, will be harmed if the
clinician is unable to see the withheld information within the patient’ s record.

The above list is subject to further legal analysis and may change.

“Sealed and Locked" Information

Information which is “sealed and locked” has an additional layer of protection.

Flag that record containsinformation that has been sealed and locked
Author and wor kgroup. When the provider who created the information (author)
and members of his workgroup attempt to access sealed and locked information aflag
(an icon with a message) appears warning them that the information they are
attempting to access has been sealed and locked. The flag also advises them of the
steps to take to access the sealed and locked information.

Othersoutside the workgroup. No flag appears to those outside the provider and his
workgroup.

Access to sealed and locked information
Author and workgroup. The author and those in his workgroup with role based
access would be able to access the sealed and locked information.

Othersoutside wor kgroup. No one outside the workgroup will be able to access the
sealed and locked information. They will not know that it exists.

Consent Mechanisms for Personal Demographics Service

Inclusion in PDS
No opt out. NHS patients do not have the right to opt out of having their information
included in the national Personal Demographics Service.*®

February 16, 2007 Page 38



Concealing vulnerable data

Patients whose demographic data may be particularly vulnerable (e.g., victims of domestic
violence, adoption cases, or those in awitness protection program) may have their details
"stop noted”. In these cases the patient's address, telephone numbers and GP registration will
not be generally available through the PDS.**! The PDS will include a sensitive record
indicator which indicates that "the record is not accessible to PDS users or the content of the
record is being reviewed to ensure the datais correct."*%
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4 The Netherlands

4.1 GENERAL STRUCTURE OF HEALTH CARE DELIVERY SYSTEM”

The Netherlands has recently moved to a private health care system for its 16.5 million citizens.
As of 2006, basic primary and secondary care ("care with intent to cure") health insuranceis
compulsory for al residents. Private insurers are obligated to accept every resident in their
coverage area and to offer a standard premium with a standard benefits package. The
government pays a premium subsidy based on income for those who cannot afford the standard
premium. Long term care and uninsurable medical risks are funded by government under the
Exceptional Medical Expenses Act.*®

Patients must register with a primary care physician, who acts as a gatekeeper to the health
system. Family physicians must give their approval before patients can access hospital and
specialist care. There are local clinics for treating sexually transmitted disease which do not
require GP referral. Mental health and substance abuse treatment can take place in a variety of
settings including GPs, private practices, outpatient clinics, health centers for drug and a cohol
abuse, regional institutions for ambulatory mental health and general psychiatric hospitals. %

4.2 NHII

4.2.1 Overview

The development of the NHII in the Netherlands primarily is being conducted under the
guidance of the National IT Institute for Healthcare (Dutch acronym: NICT1Z)," a foundation
made up of government and private organizationsinvolved in IT and healthcare. NICTIZ is
funded by the Ministry of Health, Welfare and Sport.

The Dutch NHII, called AORTA, will have many components, including national Electronic
Patient Records (EPR).*® The EPR isintended to allow authorized health care professionals to
securely access patient data from any location in the country at any time. It will be a"virtual"
record, with information pulled from many sources presented to the authorized healthcare
provider in a cogent manner.*®

The Netherlands will not have a central database of health information. Rather, the Netherlands
isusing a central Web based record locator service, the National Healthcare Information Hub
(LSP or ZIM), which went live in 2006. The LSP has been called a health care "Google." Under
this system, clinical datawill be maintained locally in the system of the health care practitioner
or existing regional database. The practitioner registers clinical datafor patients with the
National Reference Index. There will be a standard set of datathat will be registered for a patient
encounter (e.g., patient name, name and type of health care provider, type of encounter). When a
provider subsequently sends a query through the LSP, the National Reference Index, through the
use of metadata keys, allows the requesting provider to identify which other providers have
relevant patient information in their local data systems and to pull up the accessible data.*®’

X Funding information was not included because it was not available for the newly re-designed health insurance
structure.
X"We use the accepted Dutch abbreviations for terms (e.g., National ICT Ingtitut in de Zorg, NICT1Z2).
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To facilitate matching data with the correct patient, a unique identifier, the Citizen Service
Number (Dutch acronym BSN),*" will be issued to every individual in the Netherlands.'®®
Healthcare providers will also register for unique provider numbers (Dutch acronym UZI).
Patient and provider registries of these unique identifiers form components of the LSP.

Health care practitioners can connect to the LSP and share information with others viathe
network connections of commercia providers of communication, application and content
services. In order to link to the LSP, practitioners must be Qualified Health Information
Systems, i.e., systems that meet specified criteriathat are both organizationa aswell as
technical. Their systems must, for example, have 24/7 data accessibility and meet security
specifications.'®

Figure 3: AORTA'"

Once a health care provider's system has been connected to the L SP, the provider may, among
other things:

Register an individual's health information at the reference index (subject to the
individual's objection or opt out)

Call up an overview that states the nature and location of patient data stored within the
national system that can be retrieved (which allows the provider to narrow their selection

of returned records);
Retrieve specific patient datafrom individual patient records from the various healthcare

providers; and
Send service orders (e.g., medication instructions, lab requests) to other healthcare
providers'’*

X The Netherlands isin the process of debating legislation that would permit the use of the Citizen Service Number
(BSN), similar to the Social Security Number, to be used as the unique patient ID. The BSN is being used, with
special permission, in the pilot regions.
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Status of NHI!

Currently, 97% of Dutch GPs use a computer-based GP information system. Almost all use their
system to record clinical notes during their consultation with a patient. A few regions use a
regional GP system where all GPs work on aregionally hosted server. There are 22 regional
healthcare networks that permit electronic communication between GPs and other |ocal
healthcare providers. 1> The Netherlands NHI1 will build on these regional networks.

The first two components of the Electronic Patient Record to be implemented are the Electronic
General Practitioner's Record and the Electronic Medication Record. The Electronic GP Record
allows an after-hours GP (a"locum") to access a summary health care record from the patient's
regular GP. It also supports the transmission of information about services performed by the
locum back to the patient's regular GP. There, the GP can review the information and update the
patient’s record. The Electronic Medication Record will give a healthcare provider insight into
the medication history of his own patients via his own information system. The medication
information will be maintained at the source (e.g., GP, pharmacy) but will be available to other
providers and prescribers through the LSP.*"

Proof of concept trials (in "laboratory” conditions) testing all the components necessary for the
Electronic GP Record and the Medication Record were completed in 2006. The Electronic GP
Record and Medication Record will be implemented in 11 pilot areas in early 2007.

Technical Information

The LSP infrastructure and applications were designed, devel oped and deployed by an
international 1T company. The system is based on a commercially available application
integration platform. There are around 10 vendors of GP healthcare information systems
approved to connect to the LSP.*™

System Access Controls

Providers will register for a unique provider ID with the Unique Healthcare Provider
Identification Register (UZI-register). They will be provided with an UZI chip card to use for
authentication when using the LSP. The card aso has an electronic signature. Providers may
only connect to the LSP via a secure link once their office system has met the specified national
standards. The LSP will provide role based access control based on the identity, role of the
requester of data, and the level of datathat they are authorized to receive. The LSP logs who has
seen what data and when so that it can be verified whether access was justified.

4.2.2 Privacy Laws and Policies

Health information in the Netherlands is primarily protected by the Medical Treatments
Contracts Act (Dutch acronym WGBO), the Individual Healthcare Professions Act and the
Personal Data Protection Act. Under these laws, a health care provider generally cannot disclose
health data to other parties. However, a patient’s consent is assumed (implied) for sharing health
information with persons who are directly involved in the patient’ s treatment. The information
that can be shared is limited to that which is essential to the particular treatment. The individual
has the right to object to the sharing of their medical data, even for treatment. If the individual
objects, no medical data may be disclosed. In an emergency (e.g. apatient/client in critical
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situation) a healthcare provider may bypass al restrictions and obtain access to the required
patient data.*"®

4.2.3 Consent Architecture and Mechanisms

In the Netherlands, individuals will be able to exercise control over their health information
through a combination of national authorization profiles and the masking or concealing of
specific information at the local level.

Clinical Information

Notification of registering clinical data with Reference I ndex

It is recommended that when aregion is ready to begin registering datain the Act Reference
Index, providersin the region should send out aletter notifying individuals that their
information may be registered. They should also notify individuals of other health care
providers who may exchange electronic health information, the information that will be
available to them, based on their role, options that are available to the patient, and technical
features that exist to protect their privacy.

Registering clinical information in Reference index
After notice, information will be registered in the Act Reference Index and will be available
to other providers through the LSP under implied consent.

Totally opting out of registering clinical information in the Act Reference I ndex.
Anindividual may withhold his consent to participate at all in the nationwide
electronic exchange of his patient data (total opt out). When an individual chooses
this option, health care providers may not register the patient’s clinical information at
the Act Reference Index. A disadvantage of this option isthat if the patient later
decides to consent, providers will not be able to retrieve past data since its existence
was never recorded with the registry. Even when an individual exercises this option,
his BSN will be registered with the national patient index.*"

Flag that information is not available. When a provider (other than the source of
the information) requests the patient’ s data, aflag will appear on the computer screen
advising the requesting provider that the patient has declined to share data.'””

Partially opting out of registering information in the Act Reference Index. A
healthcare provider, in consultation with the patient, can decide not to register
information with the Act Reference Index. If the information is not registered, it will
not be accessible through the LSP.*"®

Masking by data el ement

Individuals can also opt out of sharing discrete data items (partial opt out). Thisis essentially
amasking function that occurs at the point of service. When the local system receives an
inquiry for masked data, it will not return the data. When information is masked at this level,
itisgenerally concealed from all health care providersin the NHII other than the generating

source.r”
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Limiting access by provider
Current ability to limit by provider
In some regional applications, individuals currently can limit access to their records
to specific health care providers. Providers who are given such permission can access
the entire summary record. Theindividual cannot selectively arrange so that only
sensitive patient data (e.g. psychiatric, HIV infection, abortion) is blocked for a
particular healthcare practitioner.'®

Proposed ability to limit access

In the future, the Netherlands proposes to record individual consent choices in authorization
profiles maintained in asingle centrally administered registry to enable the national exchange
of patient data viathe LSP. The system will support individuals detailed wishesto block
specific healthcare parties from access as an additional restriction to the generic role-based
authorization protocol .*®* The following summarizes the proposed levels at which the
individual will be able to limit access to their information.

By category of party requesting information. The individual will be able to limit
access to healthcare information by the category or professional capacity of the
requesting party. (e.g., “All healthcare practitioners can view my data.” or “No
healthcare insurer may view my data.”)

By the individual provider using unique id number. The individual will be ableto
limit access based on the unique provider number (UZI). (e.g., “No headthcare
practitioner except Dr. Smith, uniqueid no. XY Z, can access my health data.”)*®
By differing levels of authority. The system will allow an individual to choose the
level of authority granted to avariety of health care parties. The level of authority to
access can include:

Always

Only in emergency

Only after explicit consent

Never183

(e.g., “GPs can dways view my information.” “Hospitals may access my record only
in an emergency.”)

Utilization of authorization profiles can serve as an aternative to an individual’ s total
opt out of participation in the nationwide electronic exchange of his health
information. Instead of totally opting out of participating, an individual can choose to
consent to participate but set their authorization profile to “ never share.” Thisway,
patient datais registered at the referral index but is not visible to anyone.*®* Should
the individual change their mind in the future, their information would be accessible,
since it had already been registered.

By class of data. The individual will be able to choose the general data class of
information that the retrieving party can view (e.g., “My health care provider can
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view al my information; my health insurer can view all personal, logistical and
financial data, but not my detailed medical data.)'®®

Ability to change profile. Theindividual will be able to change their authorization
profilein order to permit previously blocked access. It has not yet been determined
who will be responsible for administering authorization profiles. If authorization
profiles are administered through a third party, the individual will have to go back to
administrator in order to change authorization profile. They could not grant access on
the spot. If national electronic ID cards are utilized (as proposed) the individual may

be able to grant access on the spot by changing own authorization profile viathe
Internet.*®®

Demographic information

The Netherlands will have an identity repository or Patient Registry. The patient registry will be
based on the BSN Registry which isaregistry of all persons living in the Netherlands, managed
by the Ministry for the Interior. It is proposed that the use of the BSN for healthcare be
mandatory and that al patients must have this information registered with the Patient Registry.
Patients will not be able to mask their name or BSN.**
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5 Conclusion

There are anumber of mechanisms currently in use that may be useful in managing "sensitive'
medical information in the proposed US NHII. Consent mechanisms can be used to mask data
when the individual has not consented to its disclosure. Certain providers may implement
systems that automatically mask health information which, by law, requires specific consent to
disclose. Masking in combination with a"shared secret" could potentially be used to permit
individuals the ability on an ad hoc basis to specifically consent to the disclosure of their
sensitive health information only to those to whom they provide the shared secret. Providers
ability to override masking could potentialy fulfill legal provisions which allow providersto
access even sengitive information to provide care in emergency situations. The proposed "sed"
and "lock™ could enable the compliance with the strictest level of confidentiality requirements.
For example, substance use information could potentially be sealed and locked against access by
law enforcement authorities, where applicable. Detailed authorization profiles aso hold much
promise, potentially allowing individuals to specify with varying degrees of granularity the
providers to whom they consent (or do not consent) to disclose their health information.

These mechanisms, however, are not perfect. The mechanisms described work best with coded
data. With respect to unencoded data, the consent mechanisms can be used a a high level (e.g.,
masking or sealing an entire record in a particular database). They cannot be used to shield or
restrict the transfer of unencoded data at the discrete data element level (e.g., aportion of a
scanned |etter). Given the potential wide-spread distribution of health data, it may aso prove
difficult to ensure that copies of data are masked along with the original. It isalso difficult asa
practical matter to maintain patient control over masked data that is incorporated into new
records, e.g., aprovider’s narrative about an encounter with the patient in which the patient has
permitted that provider access to sensitive masked data. Furthermore, identifying and marking
al the health data elements that would reveal a patient’s condition is difficult particularly on a
prospective basis and will require development of algorithms.

Experience in other countries, which are further along in the devel opment of their respective
nationwide health information infrastructures, may shed some light on whether and how the
United States may be able to implement information policies based on individual control or
consent in its NHI|I.
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